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(57) Abstract: 



PURPOSE: A system for 
interrupting DoS(Denial of 
Service) attack and a method 
therefor are provided to 
fundamentally interrupt the DoS 
attack by efficiently coping with 
the DoS attack through analysis 
traffic volume related to a 
destination address. 

CONSTITUTION: A host 
connecting terminal analyzes the 
current bandwidth by analyzing 
a protocol of packets. The host 
connecting terminal compares a 
bandwidth assigned to the 
corresponding protocol with the 
current bandwidth. If the current 
bandwidth of the host 
connecting terminal is smaller 
than the assigned bandwidth, 
the corresponding packet is 
transmitted to a destination. If 
the current bandwidth of the 
host connecting terminal is 
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larger than the assigned bandwidth, the corresponding packet is abandoned. 
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463-815 

3?! 3^A| 9^8 206 

305-390 

CH21r^Ai^£?£l°J ^463-1 
305-390 

CHSl^AIR^Sej ^463-1 

oi ^ 



/dbi^:^^ xi-bai^u ai &m 



g ggg oiejui Ahoiix-i s □^■£12 %Lbz AHdl^>l¥(DoS : Denial of Service) £^ ^X|^S# 510ICK 

^ U30II GTJg OIBde!" DoS x^BAI^U ^ Jl°±Xl S^&OilAi = ^XI ©*!3H1 ^X| ^± 31 flH^Sj IWi MBK^i II 

e ^§oK)l, ^§ egis! i§3| ^i^xie dlHol-OI IIH^ie a*5P1 U HPISfSSMI, DoS »BeCK S I£g2| a JS§ ^2JX|- S^B 

Oil SESJ otS DoS e?!5|£^ Xl-BS ^ = . ^AfSXf SS0II/H S3 e^XIOilAH »B»oga| = 

Dos ^mmm ^ ai^i 3^ anpi- aa. 

£3 



A1dl^>P 
SAjjA] 



DoS, ^X|^^, ^BH^I 



t. Mil 



.£ IS a ^|^| oi AHd!^>l¥(DoS) S^O! i^afe Aiding £A|^ £3, 
£ 2^ J\°*X\ S^BOilAHHJ ftttXI ^ S*J« S*l DoS xfB u JSi £AI°! gsf 

£ 3^ g£H°i S^B0l|AH£| MBH^l ii^i Sel DoS ^B a JSi SEAIS §5f 

£ 4^ S ^SOii I[§ ^^ElXi- S^BOII/HSI DoS ^ »BA|^S« £A|& 

£ 5^ B US Oil Z^'XI- 3^B0II/H2I ^2jX| ^4: »» DoS 5^ XFB^Sg £A|°} g^f SBE0ICK 



41 : m^l SH4*B°°°°42 : II ^§^B 

43 : ME dlIH^B°°°44 : EH^ df^U^B 

45 : EH^l E|PI^B 0000 46 : 0I2U^ ^ ^ 4^ B 



^S2| ^Ailth 
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s oigui Ahoj^oj Aibi^x-fDoS : Denial of Service) SXIAI^B §J ^gOli S!} 2£^Al, SC[ &AII6MI ^§6^ 5 

-101 Hfe 3F°JXf g^BOIIAH ^ XI (Destination) ^4:S ^5[2 xfB^xIS 4NW°^Mi DoS SS^S ^X|o^ Al^g gJ ^SOS! 

ae 51 oi a. 

Aibl^>l¥(DoS) g^OI^, 21¥ S^XPI- ^§ g^Ei A|^g2| g^fi! ggf ^oHBfOI 3 S«H Al^gJOl AfSWWI CHe* AHbl^°i XIIS 
£ 1 CHI = iJo^o^ DoS S^OI Ol^OiXI^ A-jbl^OI 2A|£j0i SACK 

A-|bl^¥ §a*g DoS WOIS^(Agent)^ & 0i£! ■gSEI(B^»)(1 1 MM CHS2I nH^# a«A|31 ^£1(12)3 33?»£SW, 

= S«H(12pt g9» C[§ MgXFMOOi AHbl^S HI CHS XIISB^XI S8*£^ 6fe S¥|g BSD. 

S S All AH Oil M ^ DoS OHOISM^ £J0i£J g^Xh §SEI(11)« eJH«!(13)0ll 323^ 9blB D\^X\ §^B(14)0|^3 3^ Gil, 0|^ 3HB 0IS 
ftgOlU AHdl^S ^^o^ oFXI AHtHS BEi£Hl3)CHl E2 3*fe: SUIOIQ. SE», 3^ai£, h B S»EK12)« 21 El 31(1 3)011 

- 3ms S^B(15)0i^3 »tea. Olfe AHdl^ »ISS Sfe AHbiS SI El 31(13)011 B^offer SdlOICK gJB^^ ^o, X |. g 

^cv(14)Hf 3^EK15)S Dl^m Site Oil XI ei^Ei (Edge-Router ) £ Ai , X^ 0 | 3»8Jte IP ^2 Oil CH& §Si ZHXI3 SA^OK 

3 dl-^Ei (Router), NAS(Network Access System), RAS(Remote Access System) mo\ SACK 

o.u^o^ AHb|^>i¥ 32*S S^Xh g°Ei(11)^F IP «S»HAl S»EI (12)011 TCP S^M 91 & 

S EIS0I8KH SaSSMI 0l¥0HX|^QI, S?*EKl2)te 01 ?ISi! IP ^£0|| S^M «B ^« S&StCM S^SHPt SSAMg 

^ eisoiskm grate gsrs ^»spi hk^oii ^ = ehoii i¥5Pi aa/H ss Mgx^ooi Aibi^s m^m ^ a^i sd. 

oi en Dos s^e ^xia^i ¥iafoi eaioii^ s^xf^i ^f^jxi- s^boiiah mwx\ ^±m xw^x\m ^mm^ 

Eisi s^i^ s^boiiah ^^isjfe mbhsioii turn o\^^m xiitia^ x^&^&xis 4^^sfe £^01 Ahgsisia. 

g^E-i^ DoS 9\2.y CHS2I EH^g ^^AI3|^Dil, 01 ilH^M^ Sail ^^Xl i^Ch 

01 liH^M^ S^X^ tj^EIOIlAH J\°*Xl §^&25 S^^Cf- 

OlShOil Aife £ 2S S^SfOI S^XhS] ^^X!- g^&0! nH^°l M^XI ^^6F0i zhB^XiS ^^X^ S^B 

g dos x^BoPi ^lohoi, oi ^#5h3(S2D, ih^si saxi ^^^f x^aioi ^mm^ ip ^^^oii 

xi s &mmo\{S22), xi±io\ ^mB[^ ip ^^^oii m^ims ^^xi^ 2^oF3(s24), x^oi ^^s^ ip ^^zoii ^mx\ uw^iw 

g SPI§ha(S23). 

DoS 5^ xl-B^S^, S^X^I- eygth S^XI HH^M DoS S^M xhBS^QI S^^l- SiQ. 3&U, 0| 

IHSm^i #aX! ^f^X^ S^B£l IP ^^^0il ^oH DoS ^ XfB ^Hffe SiOiXI^ ^XlPh 2iCK 

£ 30iife s^boi s^eis ^^ja^ ^en^isi Qi<*^e ^^a^oi Dos x^BSfe &soi xii aisch ^ck 

g^&g ^^£1^ SH^^I n S£ii ^^o^OI ^XH M§ ^^6f3(S31), sHS" ^^^^011 'die?^ ^XH2] M§ CH« 

bi3°[EKS32). S^B2J ^ZH M§ CH^OI tSE CH^^SCf ^2 SHS HH^M ^^Xi^ 2^o^3(S34), ^XH AF§ Q\zm 

0l igi CH«=MQ 3S SH9 nH^e 3PI^Q(S33). 

Old-lei- DoS XfB^^^, SH^^F DoS 8I-CH2IS. ^§ CH^ 0j«^0l Xil^3CH 91^^ DoS x^B^ ^ 2iCK 3 

Oia-jsf CH^ XilehM 0|g°[ DoS xhB^SS, ^MSXh SJSOilAH S3 01 Di ^ ^£H^SI B oH &r X^ ^2 ^ Ho|- 

^ nj^g oj^ &EH0I3, °'§0l|AH£ g^^B MBH&I01I CHeh 9|6I^I SB^ ^Xii^B^ DoS S ^ Oil XFB ai^ & 

A^joilAH 2!gs[ ^oi gEH^I DoS xfB^S^ ¥^B DoS ohX! ^Sfe °X1|g0l 

A^ jS j. ^« ^|^o| -x^|ge SH^oPI ?ioF0i ^ tS8 S^Xh2j ^^°jXl- S^BOilAH HH?J^ ^^Xl ^BH^I Iff ^^!6F04 

qHS HH^e 3£ SPll^o^Mi, DoS x^BS^ Al^ii ^ ^SI XilSs^ 51 ^^^^ ciQ, 



af^|s> e£ 6 p| o|s[ a ^ S o|| ^^ l X^ g^Ei21- BEi^iM BS6F^ ^I^M ?dl§h ^SXI- S^BOIIAHHj DoS xfBAl 

^^oixh g^E^¥EH 2^3^ SH^21 ^^Xl ^rii^H^ i£i ^^5^ ^>0| nH^i^ ^X| ^ IH^°1 e^^S 

5^6^ Mil ^#^B^, ^ ^Xl ^ EHei£] ^^^^ ^f|s SH^Sj ^aH^i iff ^§o[b ^£H^I MM ^§4^BIU, ^>Ol P§ 
9 ^eH^I 111 oHS ^^Xl ^± ^ HH?J^ g^Oil CEf^ ^I^aI ^£H^ III dl36^0t ^Ol ^9 MEH^ MMOj ^l^xl iiSQi 3X1 & 
22 a^j uH^ioi =^XI ^og^cs 5^ ^BH^l bl3^BHl-, MMOI Pl^xl HSCf BB ^^1 uH^ie i^PloF 
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&*Y t s ^goii mm d\^x\ g^asf zia^m sasit :m^# ^aiti jf^xf s^boiiaisi Dos »bshs. 

^a 3 ^n5i swe^ish 2* =3x1 ^ a bh?J2] suss m^s\ mbh^i hi ^sai^ ^2fi^_mm ^sBaia, ^oi ^§ 

S ea|E| MMI1F oHS ^3X1 ^± <M HH^HJ §#011 EBB 21^x1 ^SH^I Hi blHBFOI M5±m 3£ £fe HP I Site EH*! xHaiB^IS £ 

ses. s oil (if§2 }F2Jxf s^boii uf£F as AHbi^^ ifB^si *jsai3pi ?i§j R^n^m j\mm g^EHS gis 4 

£Lte ^OHxiPF MBSCh 

0I6K £31 £ v £oFBAl £ ^g£J & ^Aj Oil CHI ®B M AHbl^^¥ XfBAI^H! MCI #/dl8MI gg8Pi^ »a. 

°MH aS»aSOI DoS 0{|0|2^F g=*Xi- gftElte DoS S^M AS CHi*2l SH^g ^APIteGi. 01 HH?Jeg SdHS # 

ttXI ^£F S8I& ^^X| SteCh 01 HH^MB 32?» § ^ EH CHI AH D\°*X\ S^BOII £^£!CF. DoS S^AI ^SJXIS JiH 3i 

01 Sia^l HHSOH 01 ^Xl Oil CH £}- eg|S| MMOI ^^6MI S^o^l iD. £ OldHFi DoS 0ig5H §^ ^XIS D\ 

XI te MM 01 1J§ UISXI 0I&2S §:>FoFB CHS HH^# BPIWte ^Si AFgfiCF. 

£ 4te g ^SCHl CEFB ^ejX}- S^BMIA|2| = ^X|^4r ^§ 1^ AHUI^^¥ xFBAI^iie EAI» MEOIO. 

jfojxF s^xf a^as^a ip im^ie g^oFOJ =^X| Bf^US^ D\^m ^SoJteQI. 01 2FSXF S^BOil IP 

m m^o\o\ Dos x^Bofe Ai^goi ^xiejo. 

£ 4S SSahB. DoS 3^ »BAI±B8 uH^i ^^^B(41), ^^^l MM ^§^B(42), ^EH^I MS blJn^B(43), IH^ EL^U^B(44), HH . 
HPI^^(45), ^ OlSilM ^^^e(46)S S&^q. 

s nn^e sssfoi mzim mbh^i i§ ^s^b(42)oii Si^a. ip m^°\ icmp, tcp, udp -501 a°Di f ip hh^ioi 

^ s^xi ^^21 SH^oj ^&|ohOi 5H^e ^^e^CK ^. 1^ ^^X|5i ICMP HH^i. 5£ ^^X|£l UDP ii ^01 ^Ho^OI MS 

^§ 4^ EK 42)011 S&^Q. 

e^^i *§^Eh(42)^ 01 HH?J ^f^B(41)0ll AH =^Xi ^ IH?i°l ^^^1 HH^lHI ^^^i ill ^§Bi01 

MM blH^B(43)01i S^&Q ^ MS 8H9 ^^X|£| IP nH^^l mU ^^fAllJo^Mi, M = ^ ^§§]_DK 

^ SH^l «S^9(41)0I|A| IP EH?i0| 1^ ^3X|2J !CMP 0IH. MM ^g^B(42)g (1. ICMP) 1 e^FAi^l^, Qi DH5! 

»#4>&(41)0||/H m^B IP fflaoi 2&! ^^XISl UDP 01 H MM ^§4=B(42)a (2, UDP) 1 S^AHJOSW ^BH^I III ^ 

e^si M = blB4-B(43)^ ^BHSl MM ^S^B(42)0II M ^§9 MM3F ^i^ M£H^ lit blHo^GIL 01 ^ i§8 

e^jjg ^ oi^ ^§sh m^°\ mo\ e^H^i til hioi^ck oi ^is mbh^i mm^ enxiuom, m ^en^ 

W§ 6H AH e^lxIM OlSStW ^CHXI^CHI, o[l}9\ *^^X\^ S^£l^ ^§ HH?i°l i§8 e^lxl g?H4l01l ^£01 3 St S @ 
OF AH ^1^ ^SH^I 112^ ^lehtlL EEeh, 01 MBH^ 11° ^ AFSXF §^0IU D[^X[ m^0\\ K[E} idli ^ ^CF. 

EI¥H^B(44)^ ^£H^| MM dlH^B(43)2l blH^^F, ^XH M3±2) ^eH^i MM0| ^|g ^Ell^ MMSCF ^3 8H9 IP HH^ie 

^^Xl £F?ie[Q. 

MM U|ja*B(43)2| blS^^F SXH DH31SI ^EH^i MM0| ^1^ i§§ sHF6FB, SH^! SPI^B(45)g 8HS IP HH 

^#'iHi^l6F3 01^1^ ^ h ^^E.K46)B ^^01 U Ol^j^M ^^elCF. ^ EH^l SIPI^BOI OFtl ^ i^PI^B(DI£A|)# it 

£^ 4- a^CHi, 01^^ DH^Li SPI4=B^ ^XIOliAH Oi^M ^ ah ^ B (46) Oil AH 0I«H^S ^:^o[0\ 5HS IP HH5ie xFB6F^ ^1 

4-SelDF. 

£ 5fer OlEHfi ^^X| ^4. mm DoS XFB^SM £Alei mMSOICF. 

9F^XF 3Fa»BSaS¥H S^Sfe SH^iHi =S}X| » = a H^§i i£i ^^§F01 oHg HH?i£| i^i ^0^LH3(S51), 

. fi =^xi mm^ ^s'e^si nH^!°i ^£H^ i§§ ^§§fa(S52). ^, ip mzim ^^xi ^^sf-ufi^^ §wi ^aoFoi ^^sfh. oi 

=^XI ^4:21 §#01! 5HS6F^ ?F^EHS 3FSH6F01 EH^SJ MSH^ 111 ^SeiCF. 

oi mmm ^x\~^±^ mo\^ mm sh^°i ^bhs» m ^i^xi ^bh^ mm^ bin5Foi(s53). bxh mbh^i mmoi ^i^xi ^sh 

S| i§ d C[ *ho£ HH5ie ^^Xj^ 2^oFH(S55), HXH MMOI ^l^xl MZH^ MMSCF BB 5H& nH^e M% 

£^ OieH^S ^^§iCF(S54). 01^1 AH. ^F^'XF S^B^ £^ 0I21MM 1^512 6HS EH^l^ ^^XIOIMI MD\m 4=£ ^Ch. 

Oj s^J^gOll IF^B'5H3i^F DoS S^M oFCHEFE. ^F^'XF S^BOIIAH =3X1 ^4i01l CHfi ^BH^ iff ^^BFOI XFBSxIg 

m DoS §|£l^o^ xFB^ 4- 9XQ. 0IEH& ^AFSXF EJSCHIAH SB 5^ ^BH^M M^XIOIIAH xFBoF^! ttH^Oll Bel 

^'xfsi §j s^xhof mmm ^ 9in, s^ ch^ sjgoiiAHS st^ej ^£H^ m^xioiiah xfbsh^^i ch^oii ^xhi^ 
. s Dos Ul^ 4 Sl^il ecf. 

ojoilAH ^AlOIIOil e^HBFOI 01 ggmSXIB, OlSHe! ^AlOli^ 01 ^Si Xilei6F£4^ 5101 OFUEF OilAloFBjfe ^OIEF. 01 g^gOl 

^SF^ mOl°\ ^^XFOll^^ 01 ^SSl D\mM&m 51CH^0| £101 ¥1 ^A|0j|01l CHfi CF^fi ^5fLF £3 £^ ^^01 ^h^&OI X^B 20ID. 
H2HH^, 01 ^S21 Slg^b S^^^IOll HI oH AH B 210101, ^i2F BSFOIILF ^ S Oil £^ S^OilM S¥ H^6F^ 51^^ 

w^saoibt » 3Soi a. 
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01 ^01 m usoii sims, ^^x\^±m chsj- ^2H^ mmsn m^m mm Dos g^oii ch°! am aes hiai^ck oiae 

gg*X| Oil AH xFBS^Mi ojm oj ^gJ ma °j ^^X-i8f ag EI6HS 4- 212. & SOll /HE Sg^SJ ^£H^ ftttXI 

oil ah ^&oH rn^rn ^si^ss dos g^e nitr 4^ sa>ii 11^ sick 

(57) ti^Si 

1. 

^ojXf ^^Ei£[ SJEI^S 2I6ib ^h^J XI- g^B2j IP HH^ie S*JSK)1 AHb|^^¥(DoS) ^Bofb Al^ljOil ^01 AH, 

D[°}X\ SSEI£¥EI 2£££r HH?i°i ^Xl ^HE2F lEi 51-01 k^<b Mlim ^ XI ^£ ^ g«B£ 

A 0 | 2| ^X| ^± m BH3JSI m^m^ **3 HH5i°i III ^§6F^ MSH^ il ^§^Ef; 

a^i ^§ egim MM3f 5H& ^xi ^ ^ bh^si m^m a>B :>igxi ^^^i Meg mm ©km ^ui ^2h^! msoi ui^xi us 

3X1 6H?I M^lOl ^X| sp^S »*S3E^ Sfte M£H^ blB^B: ^ 

ao| e^n. M g 0 | Piexl USD 33 SPi M5Li« HPISJte HH^! EPj^BS '5§6[b AHbl^" »BAI^S. 



g^g 2. 

Xil 1 »0|| SiOUH, 

A^l ^§3 egH?" MMOI D\mx\ ilSQf 33 S&OIU Ol^i^M ffi-«3hte OlSm g*«^&S CH AH HI r^IH ¥ xHBAI^iy. 



S?8 3. 

X1I 2 SOll ^OiAH, 

oi»HM ^ah^^oiiaH ^AMg ^^ 0 | Lf oi^j^S ^61-01 2^ OH AH oH9 Xl-BSfe HH IHPI^B* CH 5fo[fe AHbl^>l¥ 

4. 

2I-2JXI- i^Ei£f ojEi^m 2^3[b 7F°jXF S^BSI IP ^^S|-04 Ai dl^^¥(DoS) »Bofe ^ ^ CHI SlOi/H, 

^°JXf aSHS¥EI hh^oj s^xi ^IiE£f £^§1 iEI ^SK* £P t ah^B IiH^M ^3X1 ^± HH^°! 

ah^ EPll: 

Ah^| 2| s^xi ^4. ^ EH5i°j ^^^^ ^2H^ lit ^§of^ Eh^i; 

A^l ^ig ^dH^I SSjB- 6H§- ^^Xl ^ EH^°1 ^WOii HFB ^l^xl Hi blUof^ ^ 

ak^i ^|-xi2f°i tnnsaoii hf 2.^ nn^e ^^xis s^m^u hi^is^ Mtsfb AHbi^^i¥ aeaa. 



SI 4 SOil £10UH, 

^>0| ft3a M2H^l SBOI IISQ 3XI S2S M?iO| R^XI d^li£i£^ 5FH ( &^l ^^^l MM0\ D\^X\ « 

§SC[ 33 nH^ie HPISfe AHbl^>l¥ 

6. - . , 

Xil 4 SOU ^ICHAH, ' - 

A^j e^iiii ggoi 3|fx| USD 33 ^^OIU OISI^M ^^Ai3fe 3"^IS Siofb AHbl^>i¥ XfB^S. 



Xil 6 SOll &CHAH, 

i^B^I Oil AH ^ajsi o^^OlU Ot^i^g ^^3 f01 gi^xiOilAH 6HS SH^M xFBo^ CH 5S6^ AHtil^^¥ XfB& v 



^F^J Xh g^£i2F ojEi^M 3^6[^ Jl°±Xl S^BOIIAH. 
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2f s^xi ^± 91 SH^°1 fWS IH^°J MBH^I IK ^§Sf^ 

a^i egisj 6H& ^xi ^ » ih^°i ewoii mm uiexi MSH^I Mil dljilWfe El^I; 31 

A^j gMOl 3|g£| ifsa 3X! #31 =^X| o\H f MBH^ MMOi J\^X\ M 

£2 1 
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£3 2 
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